Title: BI-DIRECTIONALLY VERIFYING MEASURABLE ASPECTS ASSOCIATED WITH MODULES, PRE- 
COMPUTING SOLUTIONS TO CONFIGURATION CHALLENGES, AND USING CONFIGURATION 

CHALLENGES ALONG WITH OTHER AUTHENTICATION MECHANISMS 
Inventors: Christopher G. Kaler, John P. Shewchuk, Bradford H. Lovering and Daniel R. Simon 

Docket No.: 13768.506 

1/8 



CD 




CD CD 




lien 

rvic 


CNJ I 
CD 


CO CD 


"r— | 






5 W 






CD! 



O 

"55 

=3 
CD 

a 
o 
O 




CD 



> > 

- - rsi 

<C CD 

-g *c3 

c t o 

CD CD = 
CO CO CD- 
CO CO Q_ 

< < < 



CNJ I 



=3 
CD 

o 
O 



>2 

< CD O 



-O -O _o 

E E E 

CD CD CD 

CO CO CO 

CO CO CO 

< < < 



o 

£0 

CD 

cz 
o 

o 



CNJ >< 

Q- c: 

_>*co o 

CD = 

co CO Q_ 

CO Q_ 

<c o < 



CD I 
CO 



CO 



CO 

o 



o 

o 

CD 

cd ; 



o 
o 

_>> ' 

-S3 
"co 

q_ ; 
o 

Q_ I 

< 



Title: BI-DIRECTIONALLY VERIFYING MEASURABLE ASPECTS ASSOCIATED WITH MODULES, PRE- 
COMPUTING SOLUTIONS TO CONFIGURATION CHALLENGES, AND USING CONFIGURATION 

CHALLENGES ALONG WITH OTHER AUTHENTICATION MECHANISMS 
Inventors: Christopher G. Kaler, John P. Shewchuk, Bradford H. Lovering and Daniel R. Simon 

Docket No.: 13768.506 

2/8 



O 
CM 



O 
CM 



CO 
CO 
CM 



O 
CJ 



cz 2 

^ CO 

CO CO 

O CD 

- a? 

3 ° 



.9 O w 



CO 
~CD 

8 § *S 
O =3 
% o 

CO 

< 



CO 

O CD 



CO 



CD ^ 

f= CO 
> ZD 
8 CD 
cd CD 



O co 

^ CD o 

C CD 

oO - 

zl <C 

.^f— _cp 

CZ _c= -Q 

O CO 

O ^ z3 

co co 

— CD CO 



CD 



o S 



O CD 

CO ^ 

_ CD 

8 1 

< 



CD 

" i 

CD 

.P> s CO 

Jtr co 




CO 
CD 



CD 



c^ 



CO 

CO CD .CO 

C < "§ m 

o a) o p 

*^ -° ^ 

CO CO ^ CD 



1 3 •£ < J 

£ CD W C £ 

j_ CD CD .g 

< S o~ 2 > 

C7> CD ^CD 

.S o & g> 

86 to 

< 0)0 



"co 



CD 



CM 
53 



"8 

r— Z3 
-M- CD 
CO ti= 

_cz c 
I— o 

^° 

~ JO 



CD CO 
O CD 
CD CO" 



CO £ -52 
^>-§ 
< ^ "8 

3 .E o ir! 

=5 CD "co ^ O 



CD CO 
O CO 
CZ CD 
CO 

"O *== 
CD 

















TD CZ 




CD O 




J2 o3 




Z3 O 




rormi 
Verifi 






Sending The 
Assertion For 


> 



Title: BI-DIRECTIONALLY VERIFYING MEASURABLE ASPECTS ASSOCIATED WITH MODULES, PRE- 
COMPUTING SOLUTIONS TO CONFIGURATION CHALLENGES, AND USING CONFIGURATION 

CHALLENGES ALONG WITH OTHER AUTHENTICATION MECHANISMS 
Inventors: Christopher G. Kaler, John P. Shewchuk, Bradford H. Lovering and Daniel R. Simon 

Docket No.: 13768.506 

3/8 




Title: BI-DIRECTIONALLY VERIFYING MEASURABLE ASPECTS ASSOCIATED WITH MODULES, PRE- 
COMPUTING SOLUTIONS TO CONFIGURATION CHALLENGES, AND USING CONFIGURATION 

CHALLENGES ALONG WITH OTHER AUTHENTICATION MECHANISMS 
Inventors: Christopher G. Kaler, John P. Shewchuk, Bradford H. Lovering and Daniel R. Simon 

Docket No.: 13768.506 

4/8 



E 
o> 
to 

CO 

o 



E 
o 
o 

o 
c 

'•5 

*> 
o 



E 

<D 
CO 



E 
o 
O 



o> 



CD 



CO 

co 



CD 



O ^ 
CD "B^ 

§ o CO 



CD 



< g> O 

o>§ O 

-=E O CD 
CD P 



l~ CD 
^ O 

8? 

>s CO 

1 s> 

CO cr 
o CO 

< 

CO 



E 
o 

O -o 

8 I 
cr 

CD CO 

a: 

CD 



CD 

CD 

^ CO 



8 £ 
CD o 



IS 4> ^ 



P Q__cz t£ 



^ < 

CO 

co — 



CD 
CO 

o 

CD 
=3 
CO 
CO 



CO 
CD 



CD CO 

cr o 
■> 
o 



"O CD 

8? ct: 



o I 




CD 






CD 


CD 




CT 


_c= 




JD 








to 




"co 


CD 




_cr 


=> 




O 


CT 
CD 




cr 
o 


ce: 


CO 




CD 


cr 




_CT 


p 


Z5 


f— 




CD 














CD 
r3 


Ins 


< 


CO 
CO 




CD 






£Z 


CD 




"co 






au 






o 







CO 

O £ 
co 



CD 

< CD 



CO 



< -o 

i => 

CD ,$> 

O CD 
CD 



CO 

cr 

p 



3 ^= CO 
CD ^ O 



CD §1 



W O CD 

.i'l f 1 



CD 

C5 Q_ LL_ 
CT Q_ 
CD <C 

cr: 



CD 



CD 

cr 



CD I— 

co 
CD 

CL g> 
O 



CO 
CD 



CO 

o :p * r ■ 

S 2 e s 
o cl 

175 9> < *~ 

CO 

m co 

co 
>^ 
_ CO 
E "cr cd ~o 

CD 

Q 



CO 



< 

g> CD 

cr 



i o 

CD 

rj 
co 

CO 

,o 



CD 



O o 

o o 



CO _ 
CD ^ 

§-< 

I— CO 

O g> 

CO x= 

II 

o o 
o-O 

o 

o 



"> CO 

rt 

< Q_ 

co <r 

cd cr 
cr o 

^ to 
E J=? 

CD CH. 

8* 



CD "o 

to 2 

3 °> 

i2 to 

CD 
CD 



CD 
(3r5 



CD if 
CD CL 

S cd cr 
= -cr o 

6 

< -o a 



8 

O 



CO 
CO 



CO 



CO 



all?,.! 

q_ CO Q. 

CD — CD 
CO LL_ — 

rs CD 52 

i= ^ 

co cr I — 
cr o 
— O 



cr 2 
p 

CD CO 

co — 

CO 



CO 



CO 



s 



Title: BI-DIRECTIONALLY VERIFYING MEASURABLE ASPECTS ASSOCIATED WITH MODULES, PRE- 
COMPUTING SOLUTIONS TO CONFIGURATION CHALLENGES, AND USING CONFIGURATION 

CHALLENGES ALONG WITH OTHER AUTHENTICATION MECHANISMS 
Inventors: Christopher G. Kaler, John P. Shewchuk, Bradford H. Lovering and Daniel R. Simon 

Docket No.: 13768.506 



5/8 



500 




Challenge Service 510 



*\ Seed Nonce 501 \ \^ 




502 - C 







Hash Algorithm 503 









Challenge Nonce 504^ 



Hash Algorithm 506 

"T7] 




507 



Bytes 0-3 ^ 
Bytes 4-9 ^ - 



508 



Target 509 



Location 
511 



Location 
512 



■508 



(f) Rejurn (|) 
| Challenge 
And Answers 

Request 



— r 

Return 
Validation 



Requester 
520 



Request Token 



Cha llenge 



Issue Challenge 



Send Response 



— <8> 



Issue Token 



^-L Forward 
(3) Resp|onse Cp 



Resource 
530 



Fig. 5 



Title: BI-DIRECTIONALLY VERIFYING MEASURABLE ASPECTS ASSOCIATED WITH MODULES, PRE- 
COMPUTING SOLUTIONS TO CONFIGURATION CHALLENGES, AND USING CONFIGURATION 

CHALLENGES ALONG WITH OTHER AUTHENTICATION MECHANISMS 
Inventors: Christopher G. Kaler, John P. Shewchuk, Bradford H. Lovering and Daniel R. Simon 

Docket No.: 13768.506 

6/8 



600 




Access First 
Random Value 



Access Secret 
Value 



602 



1 




Use First Rani 
Secret Value 
Second Ra 


jorn Value And 
To Generate 
ndom Value 



603 



Use First Random Value And 

Second Random Value To 
Identify One Or More Regions 
Within A Portion Of Instructions 



Retrieve Values From 
The Identified Regions 



Pre-Compute An Answer 
To A Challenge Based 
On Retrieved Values 



605 



606 



Fig. 6 



Title: BI-DIRECTIONALLY VERIFYING MEASURABLE ASPECTS ASSOCIATED WITH MODULES, PRE- 
COMPUTING SOLUTIONS TO CONFIGURATION CHALLENGES, AND USING CONFIGURATION 

CHALLENGES ALONG WITH OTHER AUTHENTICATION MECHANISMS 
Inventors: Christopher G. Kaler, John P. Shewchuk, Bradford H. Lovering and Daniel R. Simon 

Docket No.: 13768.506 

7/8 





Title: BI-DIRECTIONALLY VERIFYING MEASURABLE ASPECTS ASSOCIATED WITH MODULES, PRE- 
COMPUTING SOLUTIONS TO CONFIGURATION CHALLENGES, AND USING CONFIGURATION 

CHALLENGES ALONG WITH OTHER AUTHENTICATION MECHANISMS 
Inventors: Christopher G. Kaler, John P. Shewchuk, Bradford H. Lovering and Daniel R. Simon 

Docket No.: 13768.506 

8/8 





